OFFICIAL

Freedom of Information Request Response Ref Number: KS/ 15 03 16 1
Date of Response: 24th June 2016
Request:
There are an increasing number of criminal gas explosion attacks on ATM machines in the
UK. Please advise Authority policy & plans for protection of the public.
Response:
In accordance with the Freedom of Information Act 2000, this letter represents a Refusal
Notice for this particular request under Section 17 (1).
Tyne and Wear Fire and Rescue Authority is exempting the information by virtue of the
following exemptions:
Section 31(1)(a) – Law Enforcement
Section 38 – Health and Safety
Section 31(1)(a) – Law Enforcement
The Freedom of Information Act 2000 also contains a law enforcement exemption
(S31(1)(a)) which cover all aspects of the prevention and detection of crime. The
exemptions also covers information held by public authorities without any specific law
enforcement responsibilities.
By disclosing the policy and plans relating to the criminal gas explosions on ATM
Machines will increase the risk and make the Authority more vulnerable to crime. It could
also have detrimental effect on the police’s ability to effectively enforce the law as it
contains intelligence, techniques and other information relating to the crime. Disclosing
this information could be misused by those with malicious intent with a view to commit
crime.
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Section 38 – Health and Safety
The Freedom of Information Act 2000 also contains a health and safety exemption (S.38)
which states that information is exempt information if its disclosure under this Act would, or
would be likely to;
(a) endanger the physical or mental health of any individual, or,
(b) endanger the safety of any individual.
By disclosing the policy and plans relating to gas explosions it will increase the risk of
disruption rendering predetermined response arrangements unusable and therefore
compromise the health and safety of staff members in the course of carrying out their
duties. Disclosure of this information may also increase the risks faced by staff members
as potential targets of criminal activity. This would endanger the physical and mental
health of our crew and, accordingly, the health and safety exemption (s.38) applies to this
information.
Law Enforcement and Health and Safety – Public Interest Test
In applying sections 31 (Law Enforcement) and 38 (Health and Safety) we must further
consider the “ public interest” test; this is to consider whether the public interest in
withholding the information outweighs the public interest in disclosing it.
I have set out my public interest considerations as follows:
By disclosing the information requested within this request we would be mapping out our
resources, intelligence, capability and plans. This information could be used in conjunction
with other data held by a criminal, alter their behaviour to avoid detection and potentially
reduce our capability to respond. Providing this information could increase the risks faced
by the crews and the members of the public.
The public interest is primarily in knowing that TWFRS have emergency plans for such
incidents. It could be argued that disclosing the emergency plans may reassure the public
regarding TWFRS’s ability to respond to major incidents in specific areas.
On balance, I believe that the public interest in withholding this information outweighs the
public interest in disclosing it and in accordance with the Freedom of Information Act 2000,
this letter acts as a Public Interest Refusal Notice in relation to that information.’
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Copyright
All TWFRS produced material is the copyright of Tyne and Wear Fire and Rescue Service
unless stated otherwise, and usual copyright restrictions apply. Any information we provide
to you in responding to a request for information, is still the copyright of Tyne and Wear
Fire and Rescue Service unless stated otherwise. If you wish to copy any information we
have provided you may do so in any format for any non- commercial purpose provided
that:





It is reproduced accurately
It is not used in a misleading context
The source and copyright status of the material are acknowledged and
The material you produce is published or distributed without charge.

Material produced by any other organisation is the copyright of the organisation which
produced it, unless stated otherwise. Applications for permission to reproduce material for
any commercial purpose may be made to:
The FOI Officer
Tyne and Wear Fire and Rescue Service
Service Headquarters
Barmston Mere
Sunderland
Tyne and Wear
SR5 3QY
Email: foi@twfire.gov.uk
Permission is usually granted free of charge to educational organisations.
Re-use of Public Sector Information
You have a right to ask us if you can re-use information for which we hold the copyright.
Your request must be in writing. If we agree in principle to the request, we would
communicate to you the conditions for re-use and other license terms within 20 working
days. We issue licenses, which include the conditions for re-use, on a case by case basis.
To request a license to re-use our information contact the FOI Officer at the above
address. This does not affect our copyright.

